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Executive Summary
Since 2014, the Healthcare Center of
Excellence (HCOE) has been tracking the
healthcare industry’s progress towards population health analytics using their proprietary
Healthcare Transformation Change Model.
This model was developed in 2013 to help
healthcare organizations understand the
requirements to become analytics-focused.
The concepts were based on a customer
relationship marketing (CRM) implementation model, co-developed by this author.
The CRM model was considered by the
technology research firm, Gartner, Inc. to be
one of the top three CRM implementation
visions at the time and has become the basis
for most successful CRM implementations
today.
The 2016 State of Population Health
Analytics (SOPHA) study revealed that
the healthcare industry is making progress,
but at a slower pace than expected. This is
due to the challenge of integrating multiple
sources and types of data and a focus on
the data and technology to the detriment
of people, processes and leadership. Larger
healthcare organizations are making more
progress than smaller ones due to their
greater access to resources.

Methodology
E a c h y e a r, t h e S O P H A s t u d y i s
conducted using a combination of primary
and secondar y research. This research
includes:
•• Interviews with healthcare executives
•• Conversations with healthcare conference attendees
•• Presentations from healthcare conference presenters
•• News and journal articles
Continued on page 4
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Growing Employment in Healthcare
is Good Business
We often see news reports about
healthcare legislation, clinical innovation
and the costs associated with healthcare,
but it’s not often that the topic of healthcare employment comes up. Healthcare
employment needs to be highlighted
because it’s been so strong and continues to
contribute to our economic growth. The
new employees who have chosen a career
in healthcare have unlimited opportunities
across the entire healthcare spectrum.
While healthcare employment enjoys
growth, other sectors of the economy are
projected to grow more slowly, with only
an 8.9 percent projected growth rate from
2012–2022. Healthcare is booming by
comparison with a projected 26.5 percent
growth rate. Employment in the healthcare industry rose by 43,200 in December
2016, the largest gain of any economic
segment, according to the U.S. Bureau
of Labor Statistics. Most of December’s
job increases occurred in ambulatory and
healthcare services, while hospital employment also continued above-normal growth.
Over the next five years, all indications
show no signs of slowing.
The growth in healthcare employment is an important element of economic
stability for both the U.S. and our industry.
At MiraMed, we are proud to contribute
to that growth. This past year, we added
many new team members at our centers
of excellence across the globe. Employee
growth is important to us. It is one of our
measures of success. Our people make our
business run and without them and our
clients, we would not be in business.
Our passion is to provide excellent
service to our clients. We also believe it
is important to be a thought leader and
contribute to the healthcare conversation.
We do this by delivering industry perspectives through our quarterly newsletter,
The Code, Learning Institute webinars
and thought provoking content from our

healthcare journal, The Focus. To that end,
we are proud to present you this quarter’s
edition of The Focus.
We have a talented group of authors
for this edition. We would like to introduce two new authors, Kristina Grifantini
and Ryan Moulder. Ms. Grifantini is an
award-winning science writer, editor and
multimedia producer who has written
hundreds of technolog y and medical
articles for publications such as MIT’s
Technology Review and the National Institute for Children’s Healthcare Quality. Her
article, Healthcare, Hacked, provides us with
worrisome statistics about data breaches
that have affected the health industry and
how ransomware cyber crimes have become
a profitable venture for data thieves.
Mr. Moulder, author of ACA Repeal
Could Lead to More Complicated Regulations
for Employers, serves as General Counsel
at Accord Systems, LLC and is a Partner
at Health Care Attorneys PC. He received
his LLM from Georgetown University
Law Center and his JD from Saint Louis
University School of Law. Mr. Moulder
has distinguished himself as a leader in the
Affordable Care Act (ACA) arena and has
written and spoken on a variety of ACA
topics relating to employer compliance.
He shares his expertise on the ACA by
delving into the challenges Congress will
have as they move towards a repeal and
replace strategy and he shares his perspective on how employers will deal with the
complicated regulations that may follow a
post-ACA repeal.
I’m thankful that we are able to
highlight the thoughts from our group of
returning authors. We believe you’ll find
the subjects they discuss to be interesting
and relevant:
•• State of Population Health Analytics,
by Bryan Bennett, Executive Director, Healthcare Center of Excellence;

•• The Rise and Fall of Academic Medicine, by Dave Johnson, CEO and
Founder of 4sight Health;
•• New Rules for Charging Patients for
Their Medical Records, by Mary Pat
Waitley, Founder and President of
Manage My Practice;
•• National Health Expenditures and
Federal Funding of Medicaid, by Greg
Zinser, Vice President at Anesthesia
Business Consultants;
•• The Federalization of Health Insurance, by Alan Preston, Founder &
CEO of E=(MC)3 and former professor at Texas A&M University;
and
•• Rising Healthcare Spending Takes Its
Toll on Consumers, by Phil Solomon,
Vice President of Marketing Strategy at MiraMed.
I hope you enjoy reading this edition
of The Focus and I encourage you to sign
up for our weekly eAlerts and MiraMed’s
Learning Institute webinars. Also, if you
are available, come visit us at
HFMA ANI in Orlando,
Florida, June 25th-27th.
Best wishes to all,

Tony Mira
CEO and Founder
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Healthcare, Hacked
Kristina Grifantini, MS
Writer & Editor, Southern CA

The Healthcare Industry is
Seeing an Increase in All Kinds
of Cyber-Attacks
It could be as simple as a hospital
worker downloading an app on a personal
cell phone during a lunch break. That
phone—or the hundreds of other unsecured devices in a hospital—can be an
entry point for hackers to wriggle their
way into the hospital’s network, enabling
them to encrypt data like patient records.
This encryption holds the entire infrastructure of the hospital hostage. Only
the hackers hold the decryption key and
will share it—for a price.
Ransomware and other cyber-attacks
on health centers have been in headlines
lately due to the potentially devastating
impact they can have on services and the
seemingly rapid frequency in attacks. In
2016, cyber-attacks affected Hollywood
Presbyterian Medical Center, MedStar
Health, which operates nearly a dozen
hospitals in the DC area, Kentuckybased Methodist Hospital, Ottawa
Hospital, Prime Healthcare Services
Inc.’s Chino Valley Medical Center and
Desert Valley Hospital of Victorville and
many others.
Ransomware is just the latest in
cyber-attacks on healthcare systems.
Hospitals and medical facilities face
additional threats that all industries have
to contend with: phishing, malware,
theft of personal data records and other
malfunctions of equipment or networks.
As with any industry, better training of the IT team and proper antiviral
software installation can go a long way
toward ensuring cyber-safety. However,
healthcare settings have seen more
attacks than other industries in recent
times, so much so that the Department
of Homeland Security Science and

Technology Directorate just awarded a
consortium $1.8 million to develop technology to defend medical devices from
cyber-attacks.

Holes in the Machine
Why are hospitals so susceptible
to cyber-attack? One major reason: the
industry’s lack of spending on security—
in part because of the focus on HIPAA
compliance and patient privacy—has
caused cyber defenses to lag. Additionally, the healthcare setting has distinct
features that make it more challenging
to secure a system than, say, a banking or
communications setting. In particular,
healthcare often needs to err on the side
of being “open” to ensure that barriers to
data and information are low, as patient
safety is on the line.
“Healthcare has traditionally been
reluctant to add too many security
controls into their systems because of the
concern that they may cause problems
on their own,” says Axel Wirth, distinguished technical architect of the security
software company Symantec. “Healthcare is traditionally an open industry

where easy and fast access to information
can be a matter of life or death.”
One example of a security measure
interfering with patient delivery is the
Merge Hemo programmable diagnostic
computer, used for cardiac procedures.
According to the FDA’s adverse event
report, in the middle of a heart catheterization procedure, the device went
blank for about five minutes and had to
be rebooted. It turns out anti-malware
software was performing its hourly scan.
While the procedure was successful, the
FDA report acknowledges that there “was
a potential for a delay in care that results
in harm to the patient.” The device was
misconfigured and should have never
scanned during the procedure, according to the manufacturer. However,
the incident illustrates why healthcare
professionals have been reluctant to add
more security features.
“As with any highly complex system,
the more components the more likely it
is that something goes wrong, be it due
to a technical failure or users being overwhelmed with complexity,” says Wirth.
“Implementing security controls has to
be done very carefully not to risk impeding on care delivery.” For example, when
a user enters an incorrect password or
pin number several times and gets locked
out of a system, this is typically a minor
inconvenience for most professionals or
consumers. But if this were to happen to
a doctor during an emergency procedure
it could have a grave impact on patient
wellness.
“Devices and records have to be
accessible to many providers. They
have to not hinder care in the event of
a failure,” adds Christoph Lehmann,
a medical doctor and professor of
Continued on page 8
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State of Population Health Analytics
Continued from page 1

In 2016, the study was enhanced
by utilizing a 20-question survey to add
more empirical insights. Once analyzed,
the results were validated through
conversations with several healthcare
executives.
The SOPHA study is based on
the proprietary Healthcare Analytics
Transformation Model developed by
the HCOE, which is comprised of three
continuums: Organizational/People,
Data/Technology and Process/Workflows. To be successful, an organization
must move along all three continuums
at the same pace to progress from nonanalytics focused to analytics focused,
by completing the various steps at each
stage of the transformation.
By applying the different types of
analytics to the model, an organization
can determine what steps must be taken
and at what stage they will be able to
perform specific types of analytics. (See
Figure 1.)
•• Descriptive analytics is just past
the EHR Implementation stage
on the data/technology continuum. Most organizations can
FIGURE 1

perform some type of descriptive
analytics from their EHR systems.
Answers to questions such as,
“How many patients were diagnosed with X last year?” can easily
be determined.
•• Diagnostic analytics could be performed once the organization is
beginning the data integration
process. Questions such as, “Why
did these patients develop X?” can
be addressed at this stage.
•• Predictive analytics requires the
organization’s data to be fully
integrated in order to obtain a
complete view of the patient’s
health management. Questions
such as, “What can be done to
prevent X?” can be answered at
this stage.
•• Prescriptive analytics will require
fully integrated data plus a robust
analysis and modeling function.
Additionally, for prescriptive analytics to be most effective in a
healthcare organization, the results need to be delivered to the

Healthcare Analytics Transformation Model

providers in real-time to help support their diagnosis and treatment
plan. Questions such as, “What
is the relationship between X and
Y and how can X be minimized?”
can be addressed at this stage. (See
Figure 2.)
Based on the model, the HCOE
determined that in 2014, the industry
was just past the “EHR Implementation”
stage on the data/technology continuum.
In 2015, the dial moved a bit farther
as many organizations began achieving
success with integrating data sources.
(See Figure 3.)

Impact of the 2015 Healthcare
Analytics Challenges Study
In a separate study conducted in
2015 by the HCOE, participants were
asked to identify five challenges faced in
implementing healthcare analytics. The
participants included people from all
levels of healthcare organizations from
locations across the U.S. The challenges
were classified into 10 categories for
further examination. Those categories
were:
•• analytics tools
•• integration
•• change management •• leadership
•• costs
•• process
•• data management
•• talent
•• education
•• technology
The top three categories chosen
were leadership (29 percent), data
management (18 percent) and talent (14
percent). (See Figure 4.)
L e a d e r s h i p i n c l u d e d c om m on
terms/phrases such as “lack of priority,” “lack of vision,” “need for buy-in
from staff ” and “lack of direction,” but
also included “disparate EHR systems,”
“siloed systems” and “teams not working
together.” These issues can all be
resolved through proper leadership.
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FIGURE 2

Healthcare Analytics Transformation Model

FIGURE 3

Healthcare Analytics Transformation Model

FIGURE 4

Challenges Facing Healthcare Analytics Implementation

Data management included “lack
of data standardization,” “lack of data
stewardship,” “lack of definition of key
variables to study,” “where does the data
reside” and “quality of data.”
Talent included “lack of adequate
analytics talent,” “ hiring the right
people,” “lack of skills,” “not enough
qualified staff ” and “retaining talent.”
Overall, the distribution of responses
was decidedly pointed at leadership.
Even more surprising was the source
of the comments. As part of the study,
the participants were asked to include
their title on the sur vey form they
submitted. The titles were summarized
into general categories which indicated
the responses included all levels of the
healthcare organization, from C-level
to the analyst. The participants were
divided into two groups: wide span of
control, which included participants at
the director level and above; and narrow
span of control, which included all others.
The only challenges where the
disparities were significant were integration and processes. This is likely because
of perspective. The wide span executives
are anxious to see results of their investments through data integration versus
the narrow span personnel desire for
more and better processes to make their
jobs easier. (See Figure 5.)
Based on this additional research,
leadership was incorporated into the
transformation model (shaded in yellow
in the model). Leadership is not a
continuum, but it must be present in
each stage of each continuum and
applied consistently throughout the
transformation. It is represented in the
model like a thermometer—going from
the bottom, low-level of leadership to
the top, high-level of leadership. It is the
most important critical success factor in
any change management situation and is
also known as Executive Sponsorship in
Lean Six Sigma or project management
training. (See Figure 6.)
Continued on page 6
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FIGURE 5

FIGURE 6

FIGURE 7

Challenges By Span of Control

Healthcare Analytics Transformation Model

Healthcare Analytics Transformation Model

Results
The results of the 2016 State of
Population Health Analytics study
reveals that the needle has only
progressed slightly. (See Figure 7.)
Integration of data is still a challenge for many organizations. This not
only includes integrating clinical data,
but also other internal and external data,
such as operating costs, billing and reimbursement data, to achieve a complete
picture of the patient population.
Many organizations are focused
on the data and technology and not
leveraging the people and processes
necessary to build a successful population
health analytics program. If the data is
not collected and recorded in a timely
manner, then the risk of incorrect or out
of date information increases.
Lack of leadership is still an issue
identified by participants. Analysis indicates that leadership is about one-third
of where it needs to be for the organization to be successful. This is due to a
variety of reasons, including:
•• The complexity and timing of the
transformation required by the industry. Healthcare organizations
have had to integrate electronic
health records solutions, ICD-10
and value-based care all within
a short amount of time. It’s like
asking a major electronics retailer to
also become a fine French restaurant
in 24 months. It can be done, but
the transformation is painful.
•• Many organizations are led by clinically-trained professionals who may
not have the broad business and
change management skills necessary
to navigate this transformation. This
has led to an autocratic management style versus the inclusive style
needed for success with such a complex transformation. (See Figure 8.)
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FIGURE 8

Healthcare Analytics Transformation Model

Conclusions
Increasingly, the industry is facing a
situation of the “haves” versus the “havenots” due to an imbalance in resources
enjoyed by the larger institutions versus
those of the smaller institutions. If the
transformation model was segmented
by size, it would reveal many of the top
institutions well into, and some past, the
predictive analysis stage. These organizations can afford the personnel and
technological resources required to be
successful in the later stages and typically
have exceptional leadership. At this rate,
the smaller institutions will have little
choice but to lag behind or be acquired by
their larger brethren.

Recommendations
The HCOE has several recommendations that could help an organization
be more successful with their population health analytics implementation,
including:
Understand and document where your
organization is on population health
analytics implementation.
Before an organization begins implementing a population health analytics
initiative, they must truthfully assess their
current capabilities and identify gaps that
need to be overcome to become an analytics focused organization. The HCOE has

created tools that help healthcare organizations with this step. These tools include the
Analytics Readiness Assessment tool for
beginning to intermediate analytics organizations and the Competing on Healthcare
Analytics Discovery tool for intermediate
to advanced organizations. Although either
of these tools can be utilized internally,
the HCOE highly recommends having an
unbiased third-party manage the process to
ensure accurate and candid responses.
Invest in Leadership Development
Strong leadership is required in such
a challenging transformation to motivate
people to go over and above the basics
of their job requirements. Healthcare is
different from other industries and has
unique needs as well as consequences
for improper or incorrect actions. This
requires a new approach to leadership.
Many don’t understand that leadership is
not a position or a skill, but a process that
can be learned and must be practiced daily
like a professional athlete. The HCOE
calls these professional leaders. Most
leadership training falls short because of
the focus on “skills” development, when
the focus should be on the process.
Build an Analytics Function Using
Alternative Methods
Once the other continuums have
been addressed, a key component of a

population health analytics initiative
is the data scientist. Most healthcare
organizations are finding that hiring a
qualified data scientist is a real challenge.
Experienced data scientists are expensive
and are usually employed elsewhere.
An alternative to hiring a data scientist
could be building your data scientist out
of a team of people currently on staff
or readily available in the marketplace.
This is called the “DataScienceStein”
approach modeled after Mary Shelley’s
Frankenstein monster built from several
human parts. Instead of an individual
data scientist, the organization would
deploy a data science team.
By following these recommendations, an organization can be assured that
its population health analytics program
is built on a strong foundation of people,
processes and technology powered by
effective leadership.
J. Bryan Bennett,
MBA is the Founder
and Executive Director of the Healthcare
Center of Excellence
(HCOE). He is the
primary
researcher
and
blogger
for
HCOE and blogs
for the HIMSS Future Care website. He
is a highly requested international speaker
on the subjects of healthcare transformation, healthcare analytics, leadership and
customer management. He has helped
healthcare organizations meet the Meaningful Use Stage 1 requirements as an
Allscripts certified partner. In addition, he
is a course developer and adjunct professor for Northwestern University, West
Virginia University and Judson University,
where he develops and teaches domestic
and international courses in analytics, leadership and marketing. He is the author of
Competing on Healthcare Analytics and has
written the “Data Stewardship” chapter
for the book ADAPTIVE Health Management Information Systems. Gartner, Inc. has
recognized his work in Capco’s Journal of
Financial Transformation. His upcoming
book, Prescribing Leadership in Healthcare: Curing the Challenges Facing Today’s
Healthcare Leaders, is scheduled for release
in 2017. He can be reached at bryan@
healthcarecoe.org.
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biomedical informatics and pediatrics at
Vanderbilt University. “The fact that so
much valuable information is stored in
one place makes healthcare settings an
attractive target. Also, the large number
of workstations and the relative little
training for many employees increases
the risk.”

FIGURE 1

“Locky” Ransomware

The Year of the Ransom
Ransomware in healthcare: The
image in Figure 1 shows the “Locky”
ransomware running on a medical
imaging machine in Virta Labs’ test
environment. (Photo credit Virta Labs.)
In February 2016, hackers infiltrated
and locked down the computer system of
Hollywood Presbyterian Medical Center
in Los Angeles using Locky ransomware.
Despite enlisting help from the FBI, the
hospital allegedly had to rely on paper
medical records and turn away new
patients due to the turmoil. Ransomware, such as Locky, CryptoWall and
CryptoLocker, are malware programs
where, once it gets into a system through
an insecure link or malware attack, can
restrict and encrypt data, effectively
holding the information ransom until an
amount is paid (often through bitcoin, a
digital currency that is hard to trace).
The malware was said to affect
some of the center’s systems used in the
emergency room and to operate testing
machines such as CT or MRI machines.
After almost two weeks of crippled
operations, Hollywood Presbyterian paid
a $17,000 ransom because lives were at
stake and law enforcement did not have
a better solution, according to James
Scott, co-founder and senior fellow of
the Institute for Critical Infrastructure
Technology.
“However, by paying the ransom, the
hospital inadvertently signaled to threat
actors that healthcare organizations

were easy and profitable targets. After
Hollywood Presbyterian, ransomware
attacks became more prevalent,” says
Scott. “All of these attacks are part of a
deeper systemic problem: hospitals lack
the cyber-hygiene and layered defenses
necessary to mitigate the risks posed to
them.”
Indeed, Symantec has data confirming the number of breaches and incidents
in healthcare are higher than in other
industries. “For example, most recently
we have seen an uptick in ransomware
attacks,” says Wirth. “It’s like the bad
guys realized that there’s a lot of money
to be made because when hospital
computer systems are shut down, their
reputation and revenue suffer and it
potentially becomes a health crisis, so
they will likely pay.” The hackers, he
adds, tend to operate in well-organized
groups and can originate from anywhere
around the globe and attack any healthcare facility, no matter how small or
remote. This is especially concerning

in light of the flourishing underground
market for hacking services, malware,
tools and data.
The FBI put out an alert on ransomware in February advising companies not
to pay the ransom because it can encourage more criminal activity. “But this
puts healthcare providers in a difficult
position because a lot of them have not
prepared for these attacks by implementing appropriate backup and malware
systems,” says healthcare attorney Ashley
Thomas of the law firm Hall, Render,
Killian, Heath & Lyman.
T h e F B I ’s I n t e r n e t C r i m e
Complaint Center has reported that
ransomware, Cryptowall, has been a
source of 992 complaints from April
2014 to June 2015 with total losses
at more than $18 million. But, says
Thomas, ransomware attacks are likely
happening far more than is reported
since there isn’t a federal law requiring
hospitals to report ransomware attacks
or even notify patients. “There is debate
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in the healthcare legal community now
on whether ransomware should be
considered a data breach for purposes
of notification under HIPAA,” says
Thomas.
Hospitals are the new target for
these kinds of attacks, but anyone who
has a digital system—such as parents
with pictures on their computer or teenagers with saved video games—could be
viable targets.

Assassination Through
Pacemaker
In a 2013 interview on CBS’s 60
Minutes, former U.S. Vice President Dick
Cheney reported that doctors disabled
his pacemaker’s wireless connection to
prevent personal lethal attacks. Such
cyber-assassination attempts have never
been reported, though they have been
depicted in fiction and remain a potential, though unlikely, threat, according to
experts. In tests, researchers were able
to exploit security weakness in devices
to, for example, change the amount of
insulin released from a pump or change
the output of a pacemaker, bypassing
security features and alerts.
But, says Kevin Fu, associate professor of computer science and engineering

at the University of Michigan and chief
scientist at Virta Labs, the threat of such
personalized medical attacks have been
blown out of proportion by the media.
“Patients shouldn’t be running for the
hills—they are still far better off with
these devices than without,” he says.
“While pacemaker security has room for
improvement, the bigger risk is widescale unavailability of patient care because
of poor cybersecurity hygiene during
manufacturing and delivery of care. We
click on links. We share USB drives.
We install ransomware. Malice is not a
prerequisite to harm. It’s basic hygiene.”
Fu, who runs the Archimedes Center
for Medical Device Security, focuses
on improving the manufacturing of
medical devices to prevent these kinds of
individual attacks as well as vulnerabilities that medical devices can introduce
into larger hospital systems. The team
surveys a vast array of devices, including
pacemakers, percolators, infusion pumps
and radiological and imaging systems.
“We want to have security built in rather
than bolted on,” says Fu. “The good
news is most of the device companies are
beefing up cyber-security programs.” It
took 165 years for the medical community to appreciate the importance of hand
washing, Fu points out, so it will take
some time for the industry to get onboard
with cyber “hygiene” as well.
Rather than being used to alter or
attack the health of individuals, medical
devices are much more likely to be used
as the point of entry into a networked
s y s t e m w h e re h a c k e r s c a n i n s t a l l
malware. The abundance of networked
or wireless devices adds insecure components to a networked system that can be
the weak points of entry into a system.
These devices include diagnostic equipment (such as MRI machines or CT
scanners), X-rays, infusion pumps, surgical devices, ventilators, dialysis machines
and more.
In a 2015 report, the cybersecurity
defense company TrapX found that a

malware program called MEDJACK
(for “medical device hijack”) infected
hospitals by infiltrating medical devices.
In one example, a hospital had robust
antiviral software overall, but attackers
infected blood gas analyzers and extracted confidential data from the larger
computer system. This one example
illustrates how hospitals may be crawling
with more cybernetic bugs than administrators realize.
“What’s really missing for hospitals
is security tools that fit the clinical workflow,” says Fu. “There are a lot of really
great tools out there, but they do not
sit well in a clinical environment. They
tend to cause medical devices to flop
over, lock up or reboot. But if you can’t
measure your risks and assets it’s hard to
protect a system.”
Software called vulnerability scanners look for weaknesses in enterprise
programs, but when hospitals run these
they often find out they have hundreds
of security problems and no solutions to fix them. To combat this, Fu’s
company, Virtua Labs, developed a piece
of software, currently in beta testing,
called Blue Flow, which helps hospitals
measure their security risks and discover
which devices are susceptible to virtual
threats.

Going Once, Going Twice: The
High Worth of a Medical Record
In 2015, several high-profile
cyberattacks compromised millions of
patient records from UCLA Health
System and, earlier in the year, health
insurance company Anthem. Patient
health records, it turns out, are valuable
commodities on the black market.
“We know from various data sources
that the value of healthcare data—which
can include names, addresses, physical
descriptions and next of kin—is multiple
t i m e s h i g h e r i n t h e u n d e r g ro u n d
economy as compared to credit card info
Continued on page 10
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David Kotz (right) and Timothy J. Pierson (left) developed “Wanda,” a prototype that lets users easily and
securely connect healthcare devices. Photo credit: Eli Burakian, Dartmouth College

because it’s more complete,” says Wirth.
“You can cancel a credit card if it’s stolen
but you can’t cancel your medical record.”
And it’s not just large hospitals that
are at risk. Data can be stolen from
smaller practitioners and even people’s
homes. David Kotz, Champion International Professor in the department of
computer science at Dartmouth College,
is working on a device to help smaller
medical practices and patients protect
their networks.
“My focus is on making wearable
devices more secure and helping people
understand how their data is collected,
stored and accessed,” says Kotz. “There’s
a lot of work to be done to make vendors
of devices think about cybersecurity
and ensure their devices are safe. We
also need to make it easier for people to
manage devices and do it correctly.”
Kotz developed a wand-shaped
security device called Wanda to help
with easily improving security. Funded
by the National Science Foundation
and part of the Trustworthy Health and

Wellness (ThaW) consortium, Wanda
securely connects nearby devices to a
Wi-Fi network.
Users can point the wand within
6-8 inches of a device that’s Wi-Fienabled and the wand transfers network
settings—including complex passwords
that will hinder cyber-attacks—to a new
device. It can also connect two devices,
such as a smart treadmill to a Bluetooth
television. “The problem today is that
people choose guessable or no passwords
or leave their networks wide open,” says
Kotz. Part of the lack of security is that
many users don’t want to take the time
and effort to properly configure new
devices or—particularly in the cases of
limited interfaces—simply don’t know
how. “With Wanda, we can let users
express intentionality by pointing, which
is something ever yone understands
intuitively.”
Kotz says devices like Wanda can
help smaller organizations that need
to manage increasing numbers of
networked devices, as small clinics with

a doctor or a few nurses typically don’t
have full-time tech support to configure
and manage the many devices. His team
is improving the device and has a patent
pending.
Other future problems with cyberattacks include the increased use of
telemedicine and even telesurgery, both
of which have the potential to transform
healthcare in remote or underserved
areas. However, with the advent of more
network-based medical solutions, there
are likely to be hackers ready to exploit
such systems if they are not properly
protected. As devices and healthcare
technologies continue to advance and
become more common, hospitals,
medical practitioners, patients and device
manufacturers must together prioritize
cyber-safety to protect data, resources
and lives.
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ACA Repeal Could Lead to More
Complicated Regulations for Employers
Ryan Moulder, LLM, JD
General Counsel, Accord Systems, LLC and Partner, Health Care Attorneys, PC, Los Angeles, CA
President Trump and the Republicans have made it clear that changes
are coming to the Affordable Care Act
(ACA). Congress has already taken
preliminary, complicated steps through
budgetary reconciliation to repeal key
parts of the ACA, and President Trump
signed an executive order calling for
a prompt repeal of the ACA. While
neither action impacts an employer’s
obligation to file the Forms 1094-C
and 1095-C in 2016, all indications are
significant changes are coming to the
ACA in the future. On the surface, a
repeal of the ACA appears to provide
employers relief from complicated,
burdensome regulations. However,
examining recent benefit trends and the
pre-ACA landscape, employers could be
in store for a flood of complicated state
and local laws if the ACA is repealed.
Prior to the ACA, Hawaii and
Massachusetts had laws in place requiring employers to provide certain health
benefits to employees. Hawaii was the
first state to require employers who had
one or more regular employees to offer
health insurance, risk paying a penalty
or, worse yet, be enjoined from conducting their business if coverage was not
being offered to “regular employees.”
The statute defines a “regular employee”
as any employee who works at least 20
hours per week with some exceptions.
While not the first, the state of
Massachusetts had perhaps the most
impactful pre-ACA law, and that served
as the framework for the ACA. In
Massachusetts, employers with 11 or
more full-time equivalent employees
were required to have a certain percent-

age of full-time employees accept
coverage or pay an amount under the
fair share contribution requirement.
Under the Massachusetts law, a full-time
employee was defined as an employee
working 35 hours per week with a few
exceptions. After the ACA passed,
Massachusetts repealed the fair share
contribution requirement to prevent
duplicate penalties along with the ACA’s
employer mandate. However, the fair
share contribution requirement would
likely be reinstated if the ACA’s employer mandate were repealed.
San Francisco was the trailblazer
for municipalities passing legislation to
attempt to solve the uninsured crisis for
its residents. The San Francisco ordinance requires an employer who has at
least 20 employees operating within the
city limits to spend a minimum amount
on employee healthcare based on a per

hour rate. Alternatively, an employer
may elect to pay into an account set
up for the San Francisco ordinance to
provide health benefits to individuals
who are not covered by their employer.
In general, an employer has to spend the
minimum amount on healthcare or make
a contribution to the San Francisco ordinance account for employees working
eight or more hours per week.
The passage of the ACA stopped
the trend of states and municipalities
passing legislation requiring employers
to offer health insurance. The issues
state and local pre-ACA laws were
trying to solve were largely addressed by
the ACA. If the ACA is repealed, states
and municipalities will assuredly become
involved in trying to solve the uninsured
crisis in their respective territories with
Continued on page 12

S P R I N G 2 0 1 7 | 12

ACA Repeal Could Lead to More Complicated Regulations
for Employers
Continued from page 11

new employer mandate-like provisions.
This could be burdensome to employers.
As demonstrated by the brief examination above, each set of rules is likely to
have different definitions with which
employers must comply, a different
set of employees who must be covered
(or funded), and different reports and
forms to be completed. Employers have
already seen this occur in areas such as
paid sick leave. Almost every week some
state or municipality passes a new law as

it relates to an employer’s obligation to
pay for sick leave.
Hawaii, Massachusetts and the
city of San Francisco all took different approaches in requiring employers
to assist insuring the state’s or city’s
people. If the ACA’s employer mandate
is repealed, states and municipalities will
quickly fill the void with new rules and
regulations. This could be a compliance
nightmare for an employer who operates
in multiple locations. In a post-ACA
repeal world, an employer operating in
multiple locations may have to worry
about thirty or more different state and
local laws with employer mandate-like
provisions. While many believe repealing the ACA would lessen the burden
on employers, the opposite may be true,
particularly for employers who operate in
blue states and municipalities.
The software for the ACA employer
mandate is already in place and continues to improve. An onslaught of new
rules and regulations at the state and
local levels would add additional challenges for software developers. Software

must offer great flexibility to respond
to this very real possibility. Hopefully,
the repeal effort is being well thought
out and the potential onslaught of state
and local rules and regulations are being
considered as well.
The information contained in this article is not,
nor is it intended to be, legal advice. An attorney should be consulted for advice regarding
your situation. Copyright © 2017 by Accord
Systems, LLC. All rights reserved.
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The Rise and Fall of Academic Medicine:
AMC Competitiveness in Post-Reform
Healthcare
David W. Johnson
CEO and Founder, 4sight Health, Chicago, IL
Rome wasn’t built in a day and
didn’t collapse overnight. After centuries
of growth, prosperity and domination, the Roman Empire began a long
slow decline at the peak of its territorial expansion in 117 Common Era
(CE). Internal conflicts, administrative
complexity and wasteful consumption made Rome vulnerable to external
attacks and led to the overthrow of its
last emperor in 476 CE.
Rome’s legacy sur vives through
its cultural heritage and history. It
provides a powerful example of what
can happen to dominant institutions
that ignore internal contradictions and
resist pressures for constructive change.
In healthcare, academic medical centers
(AMCs) ignore Rome’s lessons at their
own peril.
Traditional AMCs have shaped U.S.
healthcare delivery for over a century.
Johns Hopkins established the nation’s
first AMC in the 1890s modeled on
research-oriented German institutions.
That business model combines
clinical care with medical education and
research. It remains largely intact today.
Under societal pressures for more integrated, patient-centric and cost-effective
healthcare services, AMCs struggle to
fund their academic research and education missions.
Burdened by unwieldy governance,
internal conflicts and high operating
costs, AMCs find it increasingly diffi-

cult to compete against more nimble
providers. They lack transparency in
care outcomes, quality metrics, prices
and customer experience. Many AMCs
are finding it more difficult to justify the
premium pricing and expansive costshifting that sustain their operations.
To re m a i n v i t a l , A M C s mu s t
meet marketplace service demands for
excellent clinical care while supporting
productive medical training and research.
Traditional operating models are likely
not up to the challenge. It’s time for
introspection, honest assessment, new
thinking and strategic repositioning.

Venerable and Vulnerable
Ac ademic medicine is vital to
American healthcare. The U.S. has
approximately 130 AMCs with direct
ties to medical schools. These medical
enterprises have diverse operating
profiles that reflect their individual histo-

ries and market circumstances. Together,
they provide 20 percent of the country’s
care and 40 percent of its charity care.1
AMCs operate 60 percent of the
nation’s Level 1 trauma centers, treating
the most difficult cases. They annually graduate 17,000 doctors and train
over 30,000 medical residents while
conducting the majority of the National
Institutes of Health’s (NIH) funded
research.
AMCs have overlapping missions,
multiple revenue sources and intricate
subsidy arrangements. To fund medical
education and research, AMCs receive
public and private funding, clinical care
subsidies and philanthropy.
Medicine is the single profession
that combines education, basic research
and business operations under one
umbrella organization. Architecture
schools don’t design buildings. Business
schools don’t manage corporations. Law
schools don’t operate law firms. Public
policy schools don’t run governments.
By contrast, many AMCs actually
manage clinical operations out of medical
schools. Coordinating medical education, medical research and clinical care
delivery within one academic framework
led management guru Peter Drucker to
describe AMCs as “the most complex
organizations ever created.” 2 Drucker
did not intend this as a compliment.
The academic model becomes even
more complex when AMCs affiliate with
networks of community hospitals and

1

“Academic Medicine: Where Patients Turn for Hope,” AAMC website: https://members.aamc.org/eweb/upload/
Academic Medicine Where Patients Turn for Hope.pdf
2
https://members.aamc.org/eweb/upload/Academic Medicine Where Patients Turn for Hope.pdf

Continued on page 14
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• Most AMCs receive poor quality
scores from independent rating
systems, such as Medicare’s “star”
ratings, The Joint Commission
and The Leapfrog Group.
• AMCs confront significant state
and federal funding cutbacks for
Medicare, Medicaid, indigent care
and medical education.

physicians. Typical physician debates
over protocols, costs, referrals and capital
investments often intensify.
Despite the complexity, AMCs are
major enterprises. They have iconic
brands and enjoy widespread public
support. Underlying the AMC’s current
business model, however, are tough operating realities:
• A h i g h p e rc e n t a g e ( e . g. , 8 0
percent) of AMC care could be
provided in lower-cost community
hospitals.
• PricewaterhouseCoopers (PwC)
research finds only 22 percent of
consumers are willing to pay more
for AMC care.3
• According to the Dartmouth Atlas,
AMCs are often the most aggressive providers of high-cost, endof-life care. Faculty practices (e.g.,
UCLA) generally have higher
end-of-life care costs than group
practices (e.g., Mayo Clinic).4
3

• Despite an infusion of stimulus
funding, NIH research funding
has plateaued and is likely to
decline.
Subtitled “Strategies to Avoid a
Margin Meltdown,” a 2012 PwC Health
Research Institute report highlighted
AMCs’ revenue, quality and governance
challenges. It concluded, “up to 10
percent of traditional AMC revenues are
at risk.” 5
For AMCs with tight operating
margins, this could be catastrophic.
PwC recommended improving clinical outcomes, integrating into larger
care networks, expanding telemedicine,
becoming an “information hub” and
enhancing translational research.
Efficient markets correct supplydemand imbalances. In true value-based
healthcare, purchasers reward providers that deliver appropriate care in the
lowest-cost settings. American consumers want the high-quality care AMCs
offer without their high prices. It would
be foolish to expect otherwise.

“The future of the academic medical center: Strategies to avoid a margin meltdown”, PWC - Health Research Institute, February
2012, pg 5: http://www.aahci.org/Portals/1/AIM_Best_Practices/Financial_Alignment/The_Future_of_the_Academic_
Medical_Center_Strategies_to_Avoid_Margin_Meltdown.pdf
4
“Tracking Improvement in the Care of Chronically Ill Patients…”, Dartmouth Institute for Health Policy & Clinical Practice – A
Report of the Dartmouth Atlas Project, June 2013: http://www.dartmouthatlas.org/downloads/reports/EOL_brief_061213.pdf
5
“The future of the academic medical center: Strategies to avoid a margin meltdown”, PWC - Health Research Institute, February
2012, pg. 4: http://www.aahci.org/Portals/1/AIM_Best_Practices/Financial_Alignment/The_Future_of_the_Academic_
Medical_Center_Strategies_to_Avoid_Margin_Meltdown.pdf

Masters in Misalignment
AMC ownership and governance
structures have become impediments to
market responsiveness, agile decisionmaking and robust capital formation
strategies. This is particularly true in
university-owned AMCs. About onethird of AMCs are wholly-owned by
universities.
Misalignment starts with governance
and cascades throughout all academic
and clinical activities. University boards
are usually large, philanthropically
oriented, lacking in healthcare expertise
and politicized. They tend to focus on
priorities that improve rankings, enrollment and research dollars.
In many cases, AMCs constitute
over half of its university owners’ revenues and a disproportionate share of its
financial risk. Many university leaders
question their institutional ability to
manage the risks of academic medicine
at a time of profound industry change.
AMCs’ decentralized governance model grants department chairs
significant autonomy to manage their
specialties (e.g., cardiology). This leads
to breakthrough innovations but complicates care coordination. It is difficult to
get agreement on protocols, costs and
referrals, let alone capital investments
and go-to-market strategies.
Perverse incentives reward counterproductive behaviors. Clinical
departments promote faculty physicians
and award tenure based on research,
publication and external peer recognition,
not internal clinical performance.
Likewise, physician income reflects
external benchmarks driven by fee-forservice payment. In academic settings,
more and higher reimbursement is
always better irrespective of value.
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These business realities often create
inherent conflicts of interest between
physician behaviors, patient needs and
enterprise goals.
To the marketplace, traditional
AMC governance and operating models
are anachronistic, inefficient and high
cost. Many question their sustainability
and relative societal value. In response,
AMC leaders need to address the following existential questions:
•• Why are we in business?
•• Who are our customers?
•• How do we create and deliver
value to the marketplace?
•• Do our research and education programs address true societal needs?

Fiddling While Rome Burns
History does not look favorably
on leaders who practice business as
usual in the face of disruptive change.
The paragon of blissful ignorance was
Emperor Nero who fiddled while Rome
burned.
Not all AMC leaders see their internal contradictions and market challenges
as dire. Many operate comfortably from
positions of market strength. They
receive premium commercial payments
to participate in health insurers’ care
networks. They often view care management and population health as solutions
in search of problems.
Even the growth of high-deductible
plans does not faze them. The emergence of wrap-around insurance coverage
for deductibles and co-pays reduces
downward pricing pressures. Private
commercial revenues feed ever-expanding investments in technology, facilities
and revenue-generating surgeons.
To date, Americans generally have
been willing to support and pay AMCs’
high prices, but it’s reckless to believe
revenue growth can continue unabated
and independent of market forces.
Sunshine is a strong disinfectant. Pricing

transparency will expose AMCs’ crosssubsidies. Most such subsidies began for
the right reasons, but they remain hidden
and unjustified.
Enlightened AMCs will reduce
clinical cross-subsidies and seek targeted
financial support from payers and
philanthropists for medical research and
education. This will be painful. Hard
cost/benefit discussions will replace pious
declarations of societal and community
benefit. AMCs that deliver measured
and tangible societal benefits will prosper
at the expense of AMCs that stonewall.

Which Road to Rome
Not all AMCs can continue as
independent operations. Industr y
consolidation and repositioning are
market-driven realities. Structural optimization can follow three different roads.
Each has advantages and disadvantages.

Be a Consolidator
Consolidators grow through
acquisition and service-line expansion.
Consolidating AMCs buy other hospitals, health plans or community physician
groups to integrate care delivery, but also
to increase their negotiating leverage
with payers. Payers need “consolidators” in their delivery networks, so they
agree to premium prices for routine and
specialty services.
The University of Pittsburgh
Medical Center (UPMC), closely affili-

ated with the University of Pittsburgh,
began its merger and expansion strategy
in the late-1980s. Today, it is a $12.8
billion integrated operation with over
20 hospitals, 500 clinical locations, a
health plan, and domestic and international commercial ventures. It is also
not-for-profit.
UPMC is noteworthy in that the
growth of its clinical enterprise not
only gave it leverage in the marketplace,
but those revenues also supported its
academic mission and improved its
standing in education and research.
In contrast, Johns Hopkins Medicine, Penn Medicine and Partners
Healthcare have engaged in consolidation strategies to maintain their positions
as leaders in research and academic
medicine.

Be a Network Builder
“Network builders” affiliate with
other hospitals and physician practices in
their markets to funnel patient volume
into AMCs. Strategic network builders include the University of Michigan
Health System, Emory Healthcare and
The Ohio State University Wexner
Medical Center.
While network builders avoid capital
acquisition costs, they become vulnerable as markets shift toward value-based
payment models. Network partners are
less likely to refer patients to high-priced
AMCs when they are accountable for
total care costs. Spot markets for tertiary
care will emerge, and large community
hospitals will expand their tertiary care
services to compete against premiumpriced AMCs.
As noted earlier, most AMC patient
volume is non-tertiary and available in
lower-cost community hospitals. Given
their large physical plants, AMCs cannot
survive providing only tertiary care.
Over time, AMCs must rightsize
facilities to meet intrinsic demand for
Continued on page 16
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center was not big enough to support the
College of Medicine’s academic missions.

Reinventing Rome

tertiary care services and find lowercost venues for routine care services.
“Network-building” AMCs that fail to
improve their service models and reduce
their cost structures risk being priced out
of their marketplaces.
Pre m i u m b r a n d s , s u c h a s t h e
Cleveland Clinic, are exposing AMC
vulnerabilit y by offer ing efficient
specialty care networks and low-cost
second opinions outside their traditional
service areas. Better-coordinated care at
lower prices deprives AMCs of profitable
patient volume.

Join Another System
Some AMCs don’t have the market
power necessary to expand through
either acquisition or network building, so
they relinquish autonomy and join more
dominant systems.
Last year, the University of Arizona
Medical Center agreed to a 30-year
affiliation with Banner Health as part of
Banner’s acquisition of the University of
Arizona Health Network.
Under similar financial pressure,
the University of Toledo College of
Medicine signed a long-term affiliation
agreement with ProMedica in 2015
because their University-owned medical

Ancient Rome was “The Eternal
City” because its citizens believed other
empires would rise and fall but Rome
would always remain. For AMCs, Rome
represents an eternal and ideal market
position that enables advancing medical
education and research while receiving
premium prices for routine services.
Society pays and says “thank you.”
O f c o u r s e , R o m e ’s c o m p l a cency meant it never acknowledged or
addressed the existential threats that ultimately caused its ruin. A more dynamic
and “hungry” Rome could have adapted
to new realities and prospered.
Evolution acknowledges market
realities and adapts to them. In order
to remain viable, AMCs must confront
their existential threats, redesign their
business models and deliver value to
customers. In this way, can AMCs
prosper financially while meeting their
educational and research missions?
Academic medicine is at an inflection point. American healthcare is
evolving toward patient-centric care
delivered at lower cost and in a setting
that is more convenient. Large multihospital systems are encroaching into
AMCs’ tertiary care business lines. It’s
time to adapt or die for most AMCs.
They must do some or all of the following to remain relevant:
•• Gain scale, as either a buyer or a
seller.
•• Profitably deliver routine care at
Medicare rates.
•• Make the education and research
subsidies transparent. Become accountable and proactive in seeking

partners to fund mission-related
activities.
•• Separate clinical operations from
academic activities, while still delivering learning opportunities “at
the bedside.” This functionally
means operating the clinical enterprise independently from the
sponsoring university.
These strategies represent opportunities to preserve and pursue academic
medicine within a more stringent postreform operating environment. All
successful enterprises evolve. Owning
the buildings is less important than
delivering superior, efficient and convenient care services to patients.
Irrespectiv e of organiz ational
structure and ownership, AMCs create
value through operating cultures that
create knowledge, train practitioners and
advance care delivery. These outcomes
should be at the forefront of leaders’
thinking as they evaluate post-reform
business strategies.
American healthcare needs this type
of leadership now and forever.
David W. Johnson
is the CEO and
Founder of 4sight
Health, a healthcare
boutique specializing
in thought capital,
strategic
advisory
services and venture
invest ing /capita l
raising. 4sight Health operates at the
intersection of healthcare economics,
strategy and capital formation. The
company’s four-stage analytic (Assess.
Align. Adapt. Advance.) reflects the
bottom-up, evolutionary character of
market-driven reform. Mr. Johnson can
be reached at 312-560-0870 or david.
johnson@4sighthealth.com.
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New Rules for Charging Patients for
Their Medical Records
Mary Pat Whaley, FACMPE, CPC
Founder and President, Manage My Practice, Raleigh-Durham, NC
Just when you thought you understood how to charge for medical records,
the rules change. In January 2016, the
Department of Health and Human
Services Office of Civil Rights (HHS
OCR) provided clarifications outlined in
45 CFR 164.524: Access of individuals
to protected health information (PHI)
that gives specific direction to medical
practices and other healthcare providers
for charging patients for medical records.
Highlighted in this article are the most
salient parts of the updated rule and
frequently asked questions pertaining to
the updated clarifications.

Key Clarifications of 45 CFR 164.524
1. Covered entities must inform
the individual in advance of the
approximate/exact fee that will be
charged for the copy.
2. A covered entity can develop a
schedule of costs for labor based
on average labor costs to fulfill
standard types of access requests
(e.g., paper records, electronic
records, mailed records, etc.)
3. A covered entity may charge individuals a flat fee for all standard
requests for electronic copies
of PHI maintained electronically, provided the fee does
not exceed $6.50, inclusive
of all labor, supplies and any
applicable postage. While the
Health Insurance Portability
and Accountability Act Privacy
Rule (HIPAA) that establishes
national standards to protect individuals’ medical records and other

transmit (VDT) functionality
of the provider’s certified electronic health record technology
(CEHRT).
7. HIPAA does not override those
state laws that provide individuals
with greater rights of access to
their health information than the
HIPAA Privacy Rule.

PHI permits the limited fee as
described, covered entities should
provide individuals who request
access to their information with
copies of their PHI free of charge.
4. The fee limits apply when an
individual directs a covered entity
to send the PHI to a third party.
However, where the third party
is initiating a request for PHI
on its own behalf, with the individual’s HIPAA authorization
(or pursuant to another permissible disclosure provision in the
HIPAA Privacy Rule), the access
fee limitations do not apply.
5. Administrative and other costs
associated with outsourcing the
function of responding to individual requests for access cannot
be the basis for any fees charged
to individuals for providing that
access.
6. A covered healthcare provider
cannot charge an individual a fee
when it fulfills an individual’s
HIPAA covered access request
using the view, download and

8. A covered entity may not charge
an individual who, while inspecting their PHI, takes notes, uses
a smart phone or other device
to take pictures of the PHI, or
uses other personal resources
to capture the information;
however, a covered entity is not
required to allow the individual
to connect a personal device to
the covered entity’s systems.
9. A covered entity may not withhold
or deny an individual access to his
PHI because the individual has
not paid the bill for healthcare
services.

May a covered entity charge individuals a fee for providing a copy of
their PHI?
Yes, it may, but only within specific
limits. The Privacy Rule permits a
covered entity to impose reasonable,
cost-based fees to provide the individual
(or the individual’s personal representative) with a copy of the individual’s PHI,
or to direct the copy to a designated third
party. The fee may include only the cost
of certain labor, supplies and postage.
Continued on page 18
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Labor for copying includes only labor
for creating and delivering the electronic
or paper copy in the form and format
requested or agreed upon by the individual, once the PHI that is responsive to
the request has been identified, retrieved
or collected, compiled and/or collated,
and is ready to be copied. For example,
labor for copying may include labor associated with the following, as necessary
to copy and deliver the PHI in the form
and format and manner requested or
agreed to by the individual:
•• Photocopying paper PHI;
•• Scanning paper PHI into an electronic format;

Thus, costs associated with updates
to or maintenance of systems and data,
capital for data storage and maintenance,
labor associated with ensuring compliance with HIPAA (and other applicable
law) in fulfilling the access request (e.g.,
verification, ensuring only information
about the correct individual is included,
etc.) and other costs not inc luded
above, even if authorized by state law,
are not permitted for purposes of calculating the fees that can be charged to
individuals. See 45 CFR 164.524(c)(4).
Further, while the Privacy Rule
permits the limited fee descr ibed
above, covered entities should provide
individuals who request access to their
information with copies of their PHI
free of charge. While covered entities
should forgo fees for all individuals, not
charging fees for access is particularly
vital in cases where the financial situation of an individual requesting access
would make it difficult or impossible for
the individual to afford the fee. Providing individuals with access to their health
information is a necessary component

of delivering and paying for healthcare.
HHS stated that they will continue to
monitor whether the fees that are being
charged to individuals are creating barriers to this access, will take enforcement
action where necessary, and will reassess as necessary the provisions in the
Privacy Rule that permit these fees to be
charged.

What labor costs may a covered
entity include in the fee that is
charged to individuals to provide
them with a copy of their PHI?
A covered entity may include reasonable labor under these circumstances:
1. L abor for copy ing the P H I
requested by the individual,
whether in paper or electronic
form, and
2. Labor to prepare an explanation
or summary of the PHI, if the
individual in advance both
chooses to receive an explanation
or summary and agrees to the fee
that may be charged.

•• Converting electronic information in one format to the format
requested by or agreed to by the
individual;
•• Transferring (e.g.,
uploading,
downloading, attaching, burning)
electronic PHI from a covered
entity’s system to a web-based
portal (where the PHI is not
already maintained in or accessible through the portal), portable
media, e-mail, app, personal health
record, or other manner of delivery of the PHI; and
•• Creating and executing a mailing
or email with the responsive PHI.
W hile we allow labor costs for
these limited activities, we note that as
technology evolves and processes for
converting and transferring files and
formats become more automated, we
expect labor costs to disappear or at least
diminish in many cases.
In contrast, labor for copying does
not include labor costs associated with:
•• Reviewing the request for access;
and
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•• Searching for, retrieving and otherwise preparing the responsive
information for copying. This
includes labor to locate the appropriately designated record sets
about the individual, to review
the records to identify the PHI
that is responsive to the request
and to ensure the information relates to the correct individual, and
to segregate, collect, compile and
otherwise prepare the responsive
information for copying.

May a covered healthcare provider
charge a fee under HIPAA for individuals to access the PHI that is
available through the provider’s EHR
technology?
The answer is no. The HIPAA Privacy
Rule at 45 CFR 164.524(c)(4) permits a
covered entity to charge a reasonable, costbased fee that covers only certain limited
labor, supply and postage costs that may
apply in providing an individual with
a copy of PHI in the form and format
requested or agreed to by the individual.
Where an individual requests or agrees
to access her PHI available through the

VDT functionality of the CEHRT, we
believe there are no labor costs and no
costs for supplies to enable such access.
Thus, a covered healthcare provider
cannot charge an individual a fee when
it fulfills an individual’s HIPAA access
request using the VDT functionality of
the provider’s CEHRT.

May a covered entity that uses a
business associate to act on individual requests for access pass
on the costs of outsourcing this
function to individuals when they
request copies of their PHI?
The answer is no. A covered entity
may charge individuals a reasonable,
cost-based fee that includes only labor
for copying the PHI, costs for supplies,
labor for creating a summary or explanation of the PHI if the individual requests
a summary or explanation, and postage
if the PHI is to be mailed. See 45 CFR
164.524(c)(4). Administrative and other
costs associated with outsourcing the
function of responding to individual
requests for access cannot be the basis
for any fees charged to individuals for
providing that access.

Must a covered entity inform individuals in advance of any fees when
the individuals request a copy of
their PHI?
The answer is yes. When an individual requests access to their PHI, and
the covered entity intends to charge the
individual the limited fee permitted by
the HIPAA Privacy Rule for providing the individual with a copy of her
PHI, the covered entity must inform the
individual in advance of the approximate
fee that may be charged for the copy. An
individual has a right to receive a copy
of her PHI in the form and format and
manner requested, if readily producible in that way, or as otherwise agreed
to by the individual. Since the fee a
covered entity is permitted to charge will
vary based on the form and format and
manner of access requested or agreed
to by the individual, covered entities
must, at the time such details are being
negotiated or arranged, inform the individual of any associated fees that may
impact the form and format and manner
in which the individual requests or agrees
to receive a copy of her PHI. The failure
to provide advance notice is an unreasonable measure that may serve as a barrier
to the right of access. Thus, this requirement is necessary for the right of access
to operate consistently with the HIPAA
Privacy Rule.

How can covered entities calculate
the limited fee that can be charged
to individuals to provide them with
a copy of their PHI?
The HIPAA Privacy Rule permits
a covered entity to charge a reasonable, cost-based fee for individuals
(or their personal representatives) to
receive (or direct to a third party) a
copy of the individual’s PHI. In addition to being reasonable, the fee may
include only certain labor, supply and
Continued on page 20
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of PHI maintained electronically, provided the fee does not
exceed $6.50, inclusive of all
labor, supplies and any applicable
postage.

Are state-authorized costs permitted when providing individuals with
a copy of their PHI under the HIPAA
privacy rule?

postage costs that may apply in providing
the individual with the copy in the form,
format and manner requested or agreed
to by the individual. A covered entity
may calculate this fee in three ways.
1. Actual costs. A covered entity
may calculate actual labor costs to
fulfill the request, as long as the
labor included is only for copying
(and/or creating a summary or
explanation if the individual
chooses to receive a summary or
explanation) and the labor rates
used are reasonable for such
activity.
2. Average costs. Instead of calculating labor costs individually for each
request, a covered entity can develop
a schedule of costs for labor based on
average labor costs to fulfill standard
types of access requests, as long as the
types of labor costs are reasonable
as outlined in the Privacy Rule.
3. Flat fee for electronic copies of
PHI maintained electronically. A
covered entity may charge individuals a flat fee for all standard
requests for electronic copies

The answer is no, except in cases
where the state-authorized costs are
the same types of costs permitted under
45 CFR 164.524(c)(4) of the HIPAA
Privacy Rule and are reasonable. The
bottom line is that the costs authorized
by the State must be those that are
permitted by the HIPAA Privacy Rule
and must be reasonable. The HIPAA
Privacy Rule at 45 CFR 164.524(c)
(4) permits a covered entity to charge
a re a s on a b l e, c o s t - b a s e d f e e t h a t
covers only certain limited labor, supply,
and postage costs that may apply in
providing an individual with a copy of
PHI in the form and format requested or
agreed to by the individual. Thus, labor

(e.g., for search and retrieval) or other
costs not permitted by the Privacy Rule
may not be charged to individuals even if
authorized by state law.

When a state law requires that a
healthcare provider give individuals one free copy of their medical
records but HIPAA permits the
provider to charge a fee, does HIPAA
override the state law?
The answer is no, so the healthcare
provider must comply with the state
law and provide the one free copy. In
contrast to state laws that authorize
higher or different fees than are permitted under HIPAA, HIPAA does not
override those state laws that provide
individuals with greater rights of access to
their health information than the HIPAA
Privacy Rule does. See 45 CFR 160.202
and 160.203. This includes state laws
that: (1) prohibit fees to be charged to
provide individuals with copies of their
PHI; or (2) allow only lesser fees than
what the Privacy Rule would allow to be
charged for copies.
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Conclusion:
The 2016 HHS OCR guidance
reiterated the requirements regarding an
individual’s right to access their PHI.
The clarification of 45 CFR 164.524
encourages healthcare providers and
covered entities to understand the scope
and application of this Federal Regulation and to follow the requirements to
which they are subject. Otherwise, the
penalties for noncompliance can be
significant.
The information in this article should not be
considered as legal advice. For clarifications
or additional information about this law,
we recommend that you seek legal counsel.

When do the HIPAA privacy rule limitations on fees that can be charged
for individuals to access copies of
their PHI apply to disclosures of the
individual’s PHI to a third party?
The fee limits apply when an individual directs a covered entity to send
the PHI to the third party. Under the
HIPAA Privacy Rule, a covered entity is
prohibited from charging an individual
who has requested a copy of her PHI
more than a reasonable, cost-based fee
for the copy that covers only certain
labor, supply and postage costs that may
apply in fulfilling the request.

May a healthcare provider withhold a copy of an individual’s PHI
because the covered entity used the
individual’s payment of the allowable fee for the copy to pay instead
an outstanding bill for services
provided to the individual?
The answer is no. Just as a covered
entity may not withhold or deny an individual access to his PHI on the grounds
that the individual has not paid the bill

for healthcare services, a covered entity
may not withhold or deny access on the
grounds that the covered entity used
the individual’s payment of the fee for a
copy of his PHI to offset or pay the individual’s outstanding bill for healthcare
services.

Can an individual be charged a fee if
the individual requests only to inspect
her PHI at the covered entity (i.e., does
not request that the covered entity
produce a copy of the PHI)?
The answer is no. The fees that can
be charged to individuals exercising their
right of access to their PHI apply only
in cases where the individual is to receive
a copy of the PHI, versus merely being
provided the opportunity to view and
inspect the PHI. The HIPAA Privacy
Rule provides individuals with the right
to inspect their PHI held in a designated
record set, either in addition to obtaining copies or in lieu thereof, and requires
covered entities to arrange with the individual for a convenient time and place to
inspect the PHI.

Mar y Pat W haley,
FAC M P E , C P C ,
has over 30 years of
experience managing
physician practices of
all sizes and specialties in the private and
public sectors. She is one of the preeminent practice management consultants in
the U.S. today. In addition to her board
certification in Medical Practice Management, she is also a Certified Professional
Coder and a Fellow of the American
College of Medical Practice Executives.
She is widely quoted in national practice management magazines, including
Medical Economics, Physicians Practice, the
Journal of Medical Practice Management,
Physicians Digest and Outpatient Surgery
Magazine. As an inaugural member of
the Advisory Board to the Mayo Clinic
Center for Social Media, Ms. Whaley
was featured in the Mayo Clinic Foundation for Medical Education and Research
book Bringing the Social Media #Revolution to Health Care. Ms. Whaley can be
reached at (919) 370-0504 or by email at
marypatwhaley@gmail.com.

S P RF A
I NL GL 2 0 1 57 | 22

National Health Expenditures and Federal
Funding of Medicaid
Gregory R. Zinser
Vice President, Anesthesia Business Consultants, LLC, Jackson, MI

2015 National Health
Expenditures Summary
In December 2016, the Office of the
Actuary at the Centers for Medicare and
Medicaid Services (CMS) issued a study
of 2015 National Health Expenditures
(NHE). According to the study, overall
health spending grew by 5.8 percent in
2015 to $3.2 trillion or about $10,000 per
U.S. citizen, and accounted for 17.8 percent
of the gross domestic product (GDP).
The study attributed 2015 expenditure growth primarily to increased
use and intensity of services as millions
gained healthcare coverage, as well as
continued significant growth in spending for retail prescription drugs, which
increased nine percent in 2015, compared
to 12.4 percent in 2014, and 2.3 percent
in 2013. The study also noted that over
a two-year period, 20 million individuals
either gained private health insurance
coverage or enrolled in the Medicaid
program, primarily as the result of the
Affordable Care Act (ACA). The share
of the overall population with health
coverage increased from 86 percent in
2013 to 91 percent in 2015.
“Our significant progress in reducing
the nation’s uninsured rate, while providing strong protections for Americans
if they get sick, would not be possible
without the Affordable Care Act,” said
CMS acting administrator Andy Slavitt.
“As millions more Americans have
obtained health insurance, per-person
cost growth remains at historically
modest levels.”
As in all prior years, the three most
significant components of total healthcare spending in 2015 were:

•• Hospital care, which grew 5.6
percent to $1.036 trillion or 32
percent of total NHE.

•• Medicaid spending grew by 9.7
percent to $554 billion or 17 percent of total NHE.

•• Professional services, which grew
6.3 percent to $635 billion or 26
percent of total NHE.

•• Out-of-pocket spending grew by
2.6 percent to $338 billion or 10
percent of total NHE.

•• Retail sales of medical products, including prescription drugs
which, as mentioned above, grew
by nine percent to $325 billion or
10 percent of total NHE.
In terms of funding sources in 2015:
•• Private health insurance paid
the largest share, growing by 7.2
percent to $1.076 trillion or 32
percent of total NHE.
•• Medicare spending grew by 4.5
percent to $646 billion or 20 percent of total NHE.

Focus on Medicaid Spending
With the future of the ACA in question, and as recent headlines highlight
potential reductions in federal funding to
states unwilling to comply with executive orders, information relating to the
federal component of Medicaid funding
becomes of greater interest.
The amount of federal matching
funds for state Medicaid expenditures is
computed using Federal Medical Assistance Percentages (FMAPs) published
by the Secretary of Health and Human
Services each year as required by the
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Social Security Act. FMAPs for the
fiscal year ending September 30, 2017,
published early last year, show that 14
states have the lowest federal participation at 50 percent, while nine states have
greater than 70 percent federal participation. These FMAPs do not include the
Children’s Health Insurance Program
“enhancement” prescribed under Title
XI.

Components of average spending
per enrollee in 2015 of $7,492 are as
follows:

Medicaid Spending in Fiscal 2015

CMS estimated that per enrollee
spending increased four percent between
fiscal 2014 and 2015, reflecting a large
increase in newly eligible adults.

As mentioned above, the states and
federal government collectively spent
$545 billion for Medicaid in fiscal 2015.
This represents an 11.6 percent increase
from fiscal 2014. CMS said this was the
fastest growth in more than a decade,
due primarily to Medicaid expansion
under the ACA.
The federal government alone spent
$350 billion for Medicaid in fiscal 2015,
a 16 percent increase over the year prior,
and CMS attributed this increase, in
large part, to Medicaid expansion under
the ACA. The states paid $204 billion,
or about 37 percent of all Medicaid
spending in fiscal 2015.
Medic aid provided healthc are
assistance for an estimated 70 million
enrollees in fiscal 2015, according to the
study, which included 9.1 million newly
eligible adults in the first full fiscal year
of the ACA eligibility expansions. CMS
estimated that enrollment grew by 7.6
percent between FY 2014 and FY 2015.

•• $3,389 for children
•• $14,323 for aged adults
•• $6,365 for newly eligible adults
•• $4,986 for other adults
•• $19,478 for enrollees with disabilities

Medicaid Spending in Fiscal
2016 and Beyond
According to a CMS report released
January 19, 2017, total Medicaid spending increased to $576 billion in fiscal
2016. The federal portion increased
by 4.5 percent to $363 billion, holding
steady at 63 percent of total Medicaid.
In fiscal 2016, average Medicaid
enrollment is estimated to have increased
3.1 percent to 72.2 million enrollees.
CMS attributed nearly all of the growth
in enrollment to newly eligible adults.
Looking to the future, the CMS
report stated that:
•• Medicaid spending is projected to
increase at an average annual rate
of 5.7 percent and to reach $957.5
billion by 2025.
•• Enrollment is projected to increase at an average annual rate of
1.5 percent over the next decade
and reach 81.6 million in 2025.
•• Medicaid spending for adults
newly eligible under the ACA is
projected to amount to $806 billion by 2025. CMS said most of
this spending—$741 billion, or
about 92 percent—is projected to
be paid by the federal government.
•• CMS said it expects per-enrollee
costs for newly eligible adults to

decrease by 6.3 percent in 2017
and 3.3 percent in 2018.

Summary
While the broad role of the federal
government in funding healthcare
services and driving related public policy
will most likely not change to any significant degree in the foreseeable future, the
new administration has made it clear it
is taking a fresh look at all public policies
and is not afraid to disrupt the status quo
if it is believed to be in the best interest of
the country. While a new administration
is always a concern for a heavily regulated
industry such as healthcare, at 17 percent
of GDP and with significant financial
assistance being provided to the individual states by the federal government,
our industry is sure to attract attention
in the coming years. While the future
may seem to defy predictions at this
point, making strategic planning efforts
especially difficult, it is critical in times of
uncertainty to stay informed regarding all
key factors that could have an impact on
our future, and we hope that this article
has contributed to that end.
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The Federalization of Health Insurance:
ACA Repeal and Replace Implications
Alan M. Preston, ScD, MHA
Founder & CEO, E=(MC)3, Austin, TX
One of the campaign promises of
the Trump administration is to repeal
and replace the Affordable Care Act
(ACA). The nation is largely divided
on the issue of repeal and replace. And,
as one would imagine, the split is along
party lines. The 2,400-page legislation
is rather complicated. As with most
legislation, the ACA has parts that are
helpful and parts that are hurtful. Some
of the good or bad of the law depends on
whether you benefit or not from the law.
Beauty is in the eye of the beholder in
this case.
When evaluating the effectiveness
of legislation, I first look to see if it will
accomplish its objective. Whether I like
the objective or not is a separate issue.
The name of the legislation is telling
and provides a clue to the objective: The
Patient Protection and Affordable Care
Act.
Patient Protection: who are we
protecting the patient from? According to the authors of the legislation, the
patients were intended to be protected
from insurance companies. What did
the insurance companies do that required
2,400 pages of patient protection legislation? There are two major complaints by
the authors of the legislation:
1. The insurance companies imposed
an underwriting technique on
individual policies (not group
policies sold to employers) called
pre-existing condition limitations.
The ACA removed this underwriting practice, which increased
the price of insurance for everyone.
Under the old law, if someone
were going to purchase individual

medical insurance to protect them
from a future financial loss, that
person would not be covered for
certain previously existing medical
issues.
2. The legislators that designed the
ACA felt the insurance companies charged too much money
for too little coverage and made
too much profit in the process.
Their solution in the ACA was to
mandate a robust insurance plan
(the four essential metal coverage
plans) that covered nearly everything. This forced the people
in the marketplace to abandon
the purchase of what was characterized as low-end insurance
policies. The legislators limited
the amount of money an insurance company not only made in

profit, it also limited the amount
it could spend on administrative
expenses. This is an unprecedented mandate to limit both
the profit a company can make
as well as how much it can spend
on administrative activities. As it
turns out, most insurance companies over the past ten years have
only made an average of three
percent to five percent net profit.
When the federal government tries
to control the free market, seldom does it
turn out well for the consumer. Healthcare premiums have increased, making
the ACA anything but affordable. And
if one cannot afford one of the mandated
insurance products with extremely high
deductibles, then the patient is not
protected financially.
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About half of the country would like
to see this piece of legislation scrapped.
Most of the remaining half are either
receiving a premium subsidy or obtaining a real benefit by obtaining insurance
for a non-covered pre-existing condition.
Regardless, President Trump made a
campaign promise to repeal and replace
the ACA.
What will the replacement look like
and will the replacement reduce the costs
of healthcare? One of President Trump’s
ideas is to allow insurance companies to
compete across state lines in an attempt
to make insurance more competitive.
Many individuals hear such an idea and
claim that competition will reduce costs
and make things better. As a general rule
I would agree; however, this is an idea I
strictly oppose for health insurance. Let
me explain.
First, health insurance companies
already operate in multiple states to the
extent they want to operate in multiple
states. Take UnitedHealthcare, as an
example. They operate in all states in one
or more of their product offerings. They
contract with over a million physicians
and 6,000 hospitals. Would “federalizing”
healthcare insurance companies make
them more competitive? It would not.

W hat is the proper role of the
federal government? The U.S. Constitution specifically created the reach of the
federal government to be limited and
small. Every time legislation attempts to
transfer a part of commerce regulated by
each state to the federal government; we
diminish the States’ rights as guaranteed
in the Bill of Rights in the 10th Amendment. Furthermore, I have seldom seen
the benefit of a “one-size-fits-all” solution. Mandating that all states have
a certain benefit design will certainly
increase the cost and limit the 50 state
incubators of innovation toward product
design.
I hate to be the bearer of bad news;
however, healthcare will not be affordable in the future, regardless of what
the federal or state governments do. I
can assure you that healthcare costs will
continue to increase year after year. No
politician, Republican or Democrat, will
be able to reduce the cost. However, all
is not lost.
President Trump’s other idea is to
reintroduce Healthcare Savings Accounts
(HSAs). HSAs are not insurance products per se; they help consumers with the
out-of-pocket medical costs. If I were
the architect of the HSAs, this is what

I would do: recognize that healthcare
will continue to increase and make sure
that over time consumers are adequately
prepared financially to manage the
increase. How do we accomplish this
task?
The HSAs have limited contribution levels with too many stipulations.
I would remove the maximum amount
one can put into an HSA. Let’s face it,
deductibles are likely to increase as a way
of decreasing healthcare premiums. I
would not make it conditional and tie it
to a qualified high deductible health plan
(HDHP). Co-Insurance, co-payments,
deductibles, and limited and uncovered
services are all components of insurance
that are the financial responsibilities of
the consumer. Thus, consumers will
continue to see increases in deductibles
and out-of-pocket costs. Unlimited
contributions to the HSA will prepare
consumers for the first dollar coverage
and limited and excluded items under
their insurance. Also, continue tax-free
contributions and allow the consumer
to lower their gross taxable income by
the amount of any and all contributions.
Also, allow employers to lower their
taxable income by the amount of matching contributions into the employee’s
program. Allow the consumer, at any
age, to withdraw an amount of money
out of their HSA tax-free for any
qualified non-healthcare services. Allow
consumers to accumulate an unlimited
amount every year with no penalties if
they do not experience any healthcare
costs. Allow consumers to leave to their
beneficiaries, upon death, the balance of
their HSA account without any estate
tax consequences. Allow the HSAs to
be portable and have it attach to the
consumer as it is now; however, also
have an employer-sponsored insurance
product that is portable. The healthcare
exchanges already exist; thus, it would
Continued on page 26
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a thriving marketplace. The healthcare
marketplace will thrive if we allow a
pathway for consumers to save money in
a responsible manner for their first dollar
coverage and quit micromanaging every
aspect of healthcare. Healthcare should
not be federalized.

not be difficult to allow employees
to select an insurance product off the
exchange of their choosing as opposed to
the employer’s selection.
This last suggestion of allowing the
health insurance products to be portable
and attach to the employee as opposed to
the employer is crucial for many reasons.
One is that over time, the employer will
no longer dictate to an employee that
they must be with insurance company
“XYZ” when the employee wants to be
on the “ABC” plan. Insurance companies will think and act long term to
keep their members healthy. They are
likely to pay doctors more money in the
form of bonuses for improved outcomes
of members as opposed to limiting a
doctor’s income to a straight fee-forser vice model. Doctors should be
rewarded for the overall health outcomes
of the patient as opposed to a fragmented component. Thus, the incentives
would be aligned for the employee, the
insurance company and the doctor to all
try to improve the health of the patient
since the patient is likely to stay longer

on the health plans that perform for the
consumer. Right now, it is not uncommon for an employer to change their
insurance carrier every three years. Why
would the insurance company worry
about the long-term health of a member
if they will not benefit financially by
investing money to improve their health
long term?
Creating a system that has longterm strategies and objectives of
improved health, adequate financial
savings to manage the increased costs,
and aligning the goals and objectives,
will go a long way in “protecting” the
patient from financial harm when accessing healthcare services. In this, I can
support President Trump with his idea of
repealing and replacing the ACA.
Healthcare services and delivery
of such are complicated. Let ’s keep
the regulation at the state level and
allow the federal government to act as
a facilitator by expanding access and
financial protection and not by creating
burdens of thousands of pages of restrictions that produce little to no value in
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Rising Healthcare Spending Takes Its
Toll on Consumers
Phil C. Solomon
Vice President, Marketing Strategy, MiraMed Global Services, Inc., Jackson, MI
Since the adoption of the Affordable
Care Act (ACA) and the subsequent rule
changes that have taken effect, comprehending the changes to the healthcare
industry has become a difficult task for
anyone, let alone consumers. Keeping
up with the transformation is difficult,
even for industry insiders. Recent news
reports demonstrate this.
• Aetna is pulling out of the various
state insurance exchanges, as
are UnitedHealthcare, Humana
and many of the Blue Cross/
Blue Shield regional insurers.
Insurance companies are losing
big money in the exchanges as
their costs are exceeding income
by over five percent, according
to McKinsey’s Center for U.S.
Health System Reform.
• A federal judge recently squelched
Aetna’s $37 billion bid to acquire
Humana. The ruling indicated
that combining the companies
would stifle competition.

• Healthcare spending is rising at a
faster clip than at any time since
the 2007 recession, with costs
rising faster than most consumers
can handle. Patients are struggling to pay their medical bills,
with no relief in sight.
• Employers and consumers continue to spend more on healthcare
each year, with consumers ultimately paying the price as they
deal with rising healthcare costs.

Healthcare Spending — By the
Numbers
Americans spent $3.2 trillion on
healthcare in 2015, or $9,990 per person.
Healthcare spending increased to 5.5
percent in 2015, which is lower than
previous annual growth rates, but slightly
higher than the 5.3 percent increase
recorded in 2014. Industry experts at
the Centers for Medicare and Medicaid Services (CMS) predict that U.S.

healthcare spending will grow at least
5.7 percent annually between 2014 and
2024.
CMS stated that the spending
increase in 2015 was mainly due to
expanded coverage of individuals who
signed up for the ACA insurance coverage program or who took advantage
of the expansion of Medicaid. These
factors have created a demand for more
hospital and clinic services as well as
prescription drugs, which has caused
increased spending.
According to governmental actuaries, healthcare spending represents a
significant portion of the U.S. economy.
In 2015, it made up 17.8 percent of the
gross domestic product (GDP), and
experts estimate it will increase to 20.1
percent by 2025. The rise in spending
has economists worried that appropriate actions are not enough to slow down
healthcare’s growth.
While the initial impact linked
to the ACA’s coverage expansion is
waning, the increase in health spending is in direct correlation with changes
in economic growth. Rising medical
costs and services required for an aging
population are the main contributors to
spending growth.

National Health Expenditures
Today and in the Future
In 2015, 28.7 percent of total
healthcare spending came from the
federal government while consumer
households contributed 27.7 percent.
The private business share of health
Continued on page 28
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together with population aging,
federal, state and local governments are projected to finance 47
percent of national health spending by 2025 (from 45 percent in
2014).
• Health spending growth is faster
than in the recent past due to
the effects of the ACA’s coverage
expansions, stronger than expected
economic growth and population aging. Growth is still slower
than the growth experienced over
the past two decades.
• After 5.3 percent growth in 2014,
national health spending is estimated to have grown 5.5 percent
in 2015.
spending accounted for 19.9 percent of
total healthcare spending, state and local
governments accounted for 17.1 percent,
and other private revenues accounted for
6.7 percent.
The totals of National Health
Expenditures (NHE) are broken out into
seven categories:
1. Medicare spending grew 4.5
percent to $646.2 billion in 2015
or 20 percent of total NHE;
2. Medicaid spending grew 9.7
percent to $545.1 billion in 2015
or 17 percent of total NHE;
3. Private health insurance spending
grew 7.2 percent to $1,072.1
billion in 2015 or 33 percent of
total NHE;
4. Out-of-pocket spending grew 2.6
percent to $338.1 billion in 2015
or 11 percent of total NHE;
5. Hospital expenditures grew 5.6
percent to $1,036.1 billion in
2015, faster than the 4.6 percent
growth in 2014;

6. Physician and clinical services
expenditures grew 6.3 percent to
$634.9 billion in 2015, a faster
growth than the 4.8 percent in
2014; and
7. Prescription
drug
spending
increased 9.0 percent to $324.6
billion in 2015, slower than the
12.4 percent growth in 2014.
What can we expect for healthcare spending in the future? CMS
outlined its estimates for 2015 - 2025
spending as follows:
• For 2015-2025, health spending
is projected to grow at an average
rate of 5.8 percent per year.
• Health spending is projected to
grow 1.3 percentage points faster
than the GDP per year over this
period. As a result, the health
share of GDP is expected to grow
from 17.5 percent in 2014 to 20.1
percent by 2025.
• Given the ACA’s coverage expansions and premium subsidies

• The persisting effects of coverage
expansions under the ACA influenced spending changes in 2016.
• Health spending growth is
expected to accelerate and average
5.7 percent for 2017 through
2019 because of gradual increases
in economy-wide and medicalspecific prices. Projected average
growth of six percent is anticipated for 2020 through 2025.
Growth in spending for Medicare
is notably strong as enrollment
growth among baby boomers
returns to higher utilization rates
of Medicare services that more
closely resemble their historical
average. These circumstances
will drive a 7.6 percent average
growth. Projected average growth
of 6.1 percent in Medicaid is
driven primarily by the changing
profile of that program’s population, as an increasingly higher
share of beneficiaries is comprised
of comparatively expensive aged
and disabled individuals.
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Employees Wrestle with Costs
that Exceed Their Insurance
Premiums
Patients are finding that their
healthcare costs are rising and there
are no short-term solutions in sight.
For most people, out-of-pocket costs,
including insurance premiums, copays
and deductibles, have increased to the
point that costs for some have largely
become unaffordable. Unfortunately, the
growth of out-of-pocket costs comes at a
time when wages have remained largely
stagnant.
In recent years, the shared cost
of healthcare between insurers and
consumers has become a growing issue.
Employers have responded to increasing
healthcare premiums by sharing more
of the costs with their employees and
offering new insurance plans that shift
more financial risk to workers. Changes
in insurance coverage led to an upsurge
in deductibles for people with employerprovided health coverage, from an average
of $303 in 2006 to $1,077 in 2015.
Higher insurance costs are financially challenging for the employee as the
potential exposure to out-of-pocket costs
grows. To make matters worse, many

employees will never reach their deductibles and others may have expenses that
far surpass them. Either way, employees
are paying more than ever before.
The growth of employee payments
toward deductibles is a key factor of the
changes in the cost-sharing distribution of payments. In 2004, deductibles
accounted for 24 percent of cost-sharing
payments, increasing to 47 percent in
2014. On the other hand, copayments
were nearly half of cost-sharing payments
in 2004, falling to 20 percent in 2014.

Between 2004 and 2014, average
payments for deductibles and coinsurance rose more rapidly than the overall
cost for covered benefits. Over this
period, patient cost sharing climbed
considerably faster than payments for
care by health plans while insurance
coverage became less generous.

The Result of Increased
Spending for Consumers
With the changes in out-of-pocket
responsibility, many consumers are
unable to keep up with their medical
bills. According to a survey from the
New York Times and Kaiser Family
Foundation, the challenges for patients
paying for medical treatments varied
based on the actual type of service. The
survey found that of respondents who
had problems paying their medical bills,
about two-thirds said they were the
result of short-term or one-time medical
expenses. Among those who had issues
paying their medical bills:
• 65 percent had difficulty paying
bills for doctor’s visits;
• 65 percent had difficulty paying
for diagnostic tests, such as X-rays;
Continued on page 30
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Rising Healthcare Spending Takes Its Toll on Consumers
Continued from page 29

• 64 percent had difficulty paying
for lab fees; and

• The average consumer who makes
under $40,000 per year does not
have the ability to handle any
unplanned expense (Consumer
Expenditure survey).

• 61 percent had difficulty paying for
care in the emergency department.
The survey also found that the most
common bills that represented the largest
share of medical expenses were emergency department visits (21 percent) and
hospitalization (20 percent).
Many patients do not have the
financial resources to keep up with their
general household bills, let alone their
healthcare obligations. Recent studies
demonstrate this:
• Three in four Americans are living
paycheck-to-paycheck (McKinsey
Quarterly, May 2015);
• Nearly half of Americans do not
have enough money to cover a
$400 emergency expense (Federal
Reserve survey);
• 63 percent of consumers cannot
afford to pay a $500 car repair or
a $1,000 emergency room visit
(Bureau of Labor Statistics); and

Greater Out-of-Pocket Medical
Spending Drives Increased
Collection Activity
Past-due medical bills have become
the Achilles’ heel for consumers. Rising
out-of-pocket responsibility is forcing
consumers into a head-on clash with
debt collectors. If bills hanging over the
heads of consumers isn’t bad enough, the
lack of timely payment can lead to credit
problems that can last for years.
A study conducted between December 2014 and March 2015 by the Federal
Consumer Financial Protection Bureau1
found that past due medical bills, credit
cards and student loans were among the
1

2

most frequently cited consumer debts.
Of those surveyed, 59 percent reported
being contacted by a debt collector for
medical services, making medical debt
the most pressing financial issue for most
Americans. To make things worse, they
also found that 72 percent of respondents reported that they had two or more
medical debts.
Providers must collect medical
debt owed to them while meeting
stringent requirements to do so. The
ACA requires nonprofit hospitals to take
steps to retain their federal nonprofit
status, 2 including establishing written
charity care policies. Hospitals
must deter mine whe ther patients
are eligible under their policies and
provide assistance for those who are
eligible. Providers must follow guidelines outlined in the Internal Revenue
Code 501(r), which provides additional
requirements for charitable hospitals,
such as how much uninsured patients
are charged, and restricting aggressive
billing and collections activities. Under
these rules, nonprofit hospitals are barred
from initiating “extraordinary collection actions” (such as reporting to credit
bureaus, garnishing wages, placing a lien
on property or taking legal action) until
120 days after the first billing statement.
Although the rule does not apply to forprofit hospitals, the regulation introduced
an overall federal standard for reporting
medical debt.
These guidelines have reduced the
number of medical bad debts and made
it more difficult for collection agencies to
collect past due medical bills, but it’s no

Consumer Experiences With Debt Collection: Findings From the CFPB’s Survey on Consumer Views on Debt, January
12, 2017, https://www.consumerfinance.gov/data-research/research-reports/consumer-experiences-debt-collection-findingscfpbs-survey-consumer-views-debt/
Additional Requirements for Charitable Hospitals; Community Health Needs Assessments for Charitable Hospitals,
https://www.federalregister.gov/documents/2014/12/31/2014-30525/additional-requirements-for-charitable-hospitalscommunity-health-needs-assessments-for-charitable
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consolation for consumers. When they
are unable to satisfy their medical debts,
they can be reported to the credit bureaus.
A credit derogatory can substantially
reduce consumers’ credit scores, which
can materially affect a patient’s financial
standing. Credit problems created from
past due medical bills can often become
the last straw for consumers. Many have
no other choice but to file for bankruptcy.
With the trickle down effects from
increased healthcare spending and

growing patient payment liability, some
people have become more reluctant to
seek care because of the debt they might
incur. When patients skip medical treatment because of the costs involved, it
creates a sicker patient population, which
ultimately drives up healthcare spending.

Summary
Patients will continue to face a
growing financial burden as their healthcare costs increase and their ability to pay

for care declines. Payment responsibility for medical costs continues to shift
from employers to employees, and those
covered under the ACA struggle to pay
co-pays and deductibles. Higher medical
costs and spending have an effect on
how consumers pay their medical bills.
The current healthcare environment has
placed consumers, employers and healthcare providers in a precarious position,
one that is not likely to change in the
foreseeable future.
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PROFESSIONAL EVENTS
Date

Event

Location

Contact Info

March 27-30, 2017

American College of Healthcare Executives
2017 Congress on Healthcare Leadership

Hilton Chicago
Chicago, IL

https://www.ache.org/congress/

March 30-31, 2017

Healthcare Financial Management Association
Kentucky Chapter 2017 Spring Institute

Embassy Suites
Lexington, KY

http://hfmaky.org/meetinginfo.
php?id=120&ts=1487003017

April 5-8, 2017

National Cancer Registrars Association
43rd Annual Educational Conference

Gaylord National Resort
and Convention Center
Washington, D.C.

http://www.ncra-usa.org/i4a/pages/index.
cfm?pageid=3866

April 6-7, 2017

Healthcare Financial Management Association
Arizona Chapter 2017 Spring Conference

Wild Horse Pass Hotel
and Casino
Chandler, AZ

http://www.azhfma.org/events_detail.cfm?pk_event=499

April 12-14, 2017

Healthcare Financial Management Association
Northern California
2017 Annual Spring Conference

Sheraton Grand Hotel
Sacramento, CA

https://hfma-nca.org/?event=hfma-northern-californiaspring-conference&event_date=2017-04-12

April 20-21, 2017

Florida Institute of CPAs
Health Care Industry Conference

Caribe Royale
Orlando, FL

http://www.ficpa.org/Public/catalog/eventdetails.
aspx?courseID=17HCC

May 8-10, 2017

Healthcare Financial Management Association
Spring Seminar 2017

Motif Seattle
Seattle, WA

https://www.hfma.org/Seminars/Registration/

May 21-24, 2017

Healthcare Financial Management Association
Florida Chapter 2017 Annual Spring Conference

The Vinoy
St. Petersburg, FL

http://www.floridahfma.org/events/2017/5/21/
hfma-fl-annual-spring-conference

May 23-25, 2017

Healthcare Financial Management Association
Region 1 16th Annual Conference

Mohegan Sun Resort
Uncasville, CT

https://www.hfmaregion1.org/registration/

June 25-28, 2017

Healthcare Financial Management Association
Annual National Institute Conference

Hyatt Regency Orlando
Orlando, FL

https://www.hfma.org/ANI/Registration_Hotel/
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